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C* rnput*r Suntl&nr*utnls ization and Artliitteture
h{u$*r * Fap*r I

T*.*tud1, thic ffiurse. a studunt rnusl hate kltowle<lge of
Cn*rput*rs"
AIl.: tlie completioii of thii iourse, a successful stutlent

wiit bi able to :

r Understand th* trasic structure,

chnrlctcristics of digital cotttputer.

. Design sinrple comhinational digital
givcn pi.triutietcts.

n Unrlers{iurd the wcrkirig af arithnrttic and logic unit.

* Klrorv nbr:ut hicrarchicnl memory system inclutiing

cach* rnenr*ri*s and virtual m*lnory.
r l.irow the conlri"nutions of indi*ns in the field *l
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N*. tf l.,cetrires {in hours per r.vtek): 2 Hrs. rveek

Topics
tdrGt;{;iGk";f' eornputers: DeJinitirilr, {Jlttrocteris,tics:, capaliilities

and iin:it*tir.ins.

xyp*u {:*-*put r,#a*m1#9,,nt$ttp; icrg, ini, y-ainftf$,+ '',Sx}e}
t;*rpiiieLs, Work $tation, Setu*, computers. (ieneratiotrs of Computers.

Srnar"t S ystcm s: tle fi ni t ion, characteri stiCs and applica ti ons.

ffi;;;; -r g*u-oJcd systenr, CIS, GPS. Cloucr Computing.
Uses ofl cormputers in e-governtrnci and varicius public dornains a"nd

lnpr1f clevices- t t ey.;n o.g.= i 5.#,;1q , dor;

0p1R, UCu,.H,ricqi'*iiq*;F*1i *fun,t*u*$j rebn ca&i rn-ie'ete.="

*utpui devi*es: nrt,nitors classifiCation of snonitors based on

te*hnnl$&T16ffi;l6 fXat panel, LCD. L}i*'ru*leit*r,,srt*p,r*k'pripler's *
*clr' u$itdx iii*teri,, ii*1; $rir:i,*i;. {*s*r'' i tur,,,S*;61*ps;==

iiervi**s,,
gi,#i,*fl*ry dicr,66'{.$9y $ trs,,,fio* t, t{

rrlridi*ar*,s**.l'r*$,s{r .*i}mw4r,,*,i# sl$f;dft ;ts;' 151. ,.,.-=f-
I0

Year: I Ye*r Sessir:n: 2An-?2Clcss: Iy.C"A.

Prgetical - 2 Credits

'f*tal No. *f Lectures: 60 llrs.
Nt" of Lee fures

en*hl*cl l:rin(r:r:r, Ir l ctters and their ty;re g'.iS !{Lp&*$iqqlg{t,

E*KT'A;''Irrtrti d n *ti on

t
l

Ll.r*dit,Y,t.l*
"ll*tai h'ltrks Msc.Ivlark.s ; 75+75 Min. Pussinu I'llrks: 33



I n*,,rr,'l.**riflr,r*ry arf*jts ;

I ftoppy l)isks, Hard bisks, Conrpact Disc * CD-ROM, CD-RW, VCD,

I u.vti'u --Pry' ,*g =fi;irs:;;'B $i)/h'lh'Ic Memory cards.,. t\ tr r ujv grrY$sr sr

I
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--.-....+..&*-"P'*-@li1 i l{undnrner{Nls :of l}igltal Electror:ir*: Datn Typea; Conr Lements;

nep..s*ntation, Binary andIr ix*:cl-P* illt Repre s*ntnti tu- F l*ating-Point
t'rther Cndes. ilrror Detection Codes.
L*gir Sttex, I}*olealt r\lg*bra, llap
Cit'crrits. Stiluentirrl Circuiis, sinrplc
protrlu:ns.

{l*rul:inati*nul Cirr:uit*- Addtr-
j Derxultiplexer, Ilecorlers,. Enrrcdi:rs

i i$*ux*nti*l Cire*its -.Flip'- Fk:i:s,l_"._ - ""* ^i$sslsstitl$l if$,: i
l$rasi* C*nr;lrrt*r {}rgltrr ixatictn I Instructinn c*e3cs, Conrputer Registers.

$iry$ffi *tiorrl'.-g6*riti*ti0nd
conibinational circuit design

Subtractor, Muitipleier,

IY

1.r I1, 
l

#*:xpum l*strurti*$- ifi,nrills & forllr*I, Inxtruetian eyeles, Meintltil'
Relbrencc Instluction, lnput - Output & Intcrrupts
Inslrueti*n '#r,r , r4dfuss' .nr*des, lnstrtrctistt =*dt$, ch1ac

la.rrguage, assenibly ianguage.
lt*gt* t*r. :f, 1* f*,r;ta n tI M ic ro o pcr*r ti*' C3l*ts=T- &f ffig*,
fi*gixt*:r- "ltran*ii:t-' ffiux & M*rn "?**sJkrr "Arjtlxnttic. Micr*'

'Il+,er e*r;cll: , rnii'€*,$.! .IJniil Hardwire,d ?s" t{ici'*- erlmlleil
C*ntr*l Unit, fiene rirl Registei ()rganization. Stack Organization,

Instructiort Format" Data f iansftr & Manipulation, Progrant Confrol,
l.ntr*rlr.rctnry c$noept of RiSC, CISC, advaurtages and disadvantages of

:ffftItiCIus. i-ogic h'licrq,-s,.$$&11t-._,"*"f:glatioirs

Fip'eliu,irg * rr fir;.tf' *lini gu-'ihtr*du*ti*n tc Pip'eli**d a path

rmd t:ontr*l*. llandlins llata hawitrds & Contr*l itaearils,

1 r*lttrihnlj.r:us.
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&.{.h4o r:ri * fulnno,'*Cnntput*r System Arohiter:ture", PHI'

l{ul'er*ttcc llotiks:
,1. \\'iliiarl !itirlling, "Cumpuier Orgar:ization & Architeclure", Pearson Education Asia'

5. Y. t"l*rl }{ainnoh*r, "il*tNputer *rg*nixatit'r*n', TMH
S.'l'arxt*nhr$ltYt, "$truc{ured Co:npultr CIrganizati.ono', PHl-

].E,,l',.ii,,{,]i:ropra..,{)r:t:tputet.;\rchitectrre,,,Revised3rrJHditicln.S.Ci:arrdW1,]",',,,-,,'.'-'-:l,.,''..,'.'.,.::..r*',:^,,:.,,,^,,,.-*--*.-:*-."**
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PART A: Introductioh
Program: Certificate Class: B.C.A I Year: I Year I Session: 2021-22

1 Course Code S 1-BCAAlP
2. Course Title Computer Fundamentals and Digital Lab

Course Type (Core
Cours e/Elective/Generic
Elective/ Vocational

Major - Paper I

4. Pre-Requisite (if any) Open for A11

5. Course Learning
Outcomes(CLO)

After the completion of this course, a successful student
will be able to do the following:

o Familiarity with parts of the computer and peripheral
devices used with the computer.
Realization of the basic logic and universal gates.

Verify the behavior of logic gates using truth tables.

Implement Binary-to -Gray, Gray-to -Binary code
conversions.

Design half and full adder circuit using basic gates.

Design and construct flip flops and verify the excitation
tables.

6. Credit Value Practical - 2 Credits
7. Total Marks Max.Marks:25+75 Min. Passing Marks: 33

PART B: Content of the Course
No. of Lab. Practicals (in hours week): 1 Hrs. per week

Total No. of Labs: 30 Hrs.
Suggestive list of Practicals No. of Labs.

I. Cornputer Fundamentals

a) Identify various parts of the computer by physical examination.
b) Identify various parts inside the CPU like motherboard, SMPS,

ports, buses, IC chips, Processor, HDD, RAM etc.

c) Identify various I/O devices available in the lab physically.

II. Digital Electronics

a) Verification and interpretation of truth table for AND, OR, NOT
gates

b) Verifieation and interpretation of truth table for NAND, NOR
gates

c) Verification and interpretation of truth table for Ex-OR, Ex-NOR
gates

d) Study of half adder using XOR and NAND gates and verification
of its operation

e) Study of fulI adder using XOR and NAND gates and verification
of its operation

30 Hrs.



0 Study of half subtractor and verification of its operation

g) Study of full subtractor and verification of its operation

h) Realization of logic functions with the help of NAND -Universal
Gates

i) Realization of logic functions with the help of NOR -Universal

Gates
j) Verify the truth table of RSflip-flops using NAND and NOR

gates

k) Verify the truth table of JKflip-flops using NAND and NOR gates

1) Verify the truth table of T and D flip-flops using NAND and

NOR gates

m) Implementation of 4x1 multiplexer using logic gates

n) Implementation of 1x4 demultiplexer using logic gates

o) Verify Gray to Binary conversion using NAND gates only
p) Verify Gray to Binary conversion using NAND gates only

PART C: Learning Resources
Textbooks, Reference Books, Other Resources

Suggested Readi

Textbooks:
o M.Morris Mano, "Computer System Architecture", PHI.
r Heuring Jordan , "Computer System Design & Architecture" (A.W.L.)

. qsqqaqi Efr fq q-+r<fr fr q-drf-qH Gqq fr {Hff{ gra+ t

Reference Books:
. William Stalling, "Computer Organization & Architecture", Pearson Education Asia.

o V" Carl Hamacher, "Computer Organizatton", TMH
r Tannenbaum. "sttuctured Computer Organization", PHL

Su tive dieital platform web links
lrttts:lid*-iitr. vla in1

Sr-r ted equivalent online courses

httr:s :/inptei.ac. inicon /106105163/
PART D:'-Assessment and Evaluation

External Assessment: University Exarn (UE): 75

Marks

Time : 02.00 Hours

Internal Assessment : Continuous

Comprehensive Evaluation (CCE) : 25 Marks

External Assessment

10 MarksPractical record fileHands-on Lab Practice

15 MarksViva voce practical

Table works/ Exercise

Assigned (02) in practical
exam

7 MarksLab Test from practical

list

Internal Assessment Marks Marks

5 Marks

Viva 5 Marks

40 Marks



Assignments (Charts/

Model)/ Technology
Dissemination/
Excursion/ Lab visit/
Industrial Training

8 Marks Reports of excursionl Lab
visits/ lndustrial trainin g/

Survey/ Collection/ Models

10 Marks

Total

Excursion/ Lab visits/
Industrial

Training is compulsorY

25 Marks Total 75 Marks



l. ] {"r:*rs*'l'y1:* {{"tre
I {...r:rrrs*i !ri.leetive,1fi *neri*

i$

fil r:u tivr/ Vuuttir:r:al
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.[}A T Infroducti*n
I Yesr Session: 2ll2l-22

9L* T3CAA2T
Prugrarnm in g Silctltod*llr gy & I)$ta Struttu res

&tujrr * P*per II

1l* study this *r:r.trs*,, *t stttil*nt nxlst hilve basic knuu'ledge of

Writing utJicicnt and rveli*structured computer

Crrdits
b{in" Fassin

N*. 0f Lectures

*{t.u.*' *g*..+*,ry ti*x of .ffi*dxr**;l*'bue*es , t*-ry rvilf be

sble to Ao tU* fotlow'ing:
. Devcltip sinrple algorifhms and fltlw char"ts ro solve a problen:

,....... tilpr'*grammin*u using top down desigs pfinciplvs. i-: ,

; Il*rlm t* formui*t:*. g4r#five':''snlutioils and orr*y proccssing

$*u ,e[Ursilry t*Ak :i es;',pdllrter$,@ sear*lring methtds in
prograr:-uning.

*1 *s':'f. *iliarl.,x t flrn ar*e tal- dat& stru0tur**:their
imiilerncnrofioll;J ' u ictu*' @M'.4au*tip -of

algorithms in Uo* ftmctiouai;rnd procedurat *tytes.

H*rr* knowledge of conrplexiry of basic opcrations iikc insert,

clelete, search on these data structurcs.

Possess ability to choc,se a. data structure to suitably niodel any

data used in computer applications.

* ***"'a ie*d$l sa*a**s' ffi,e oi i*x'-@ su* e

irnplcrnentittiotts.

lruplemenl anci know tl:re 3p1:1ic*tions ol' algorilfuins 1or

scirchirtg ancl sorting,
. K*:y ths) c$ntributions of hrdians in lhe field tlf progratnmitrg

and riatn structures,
I

I
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Ho" of Lecture.s_fi4:hqurs }ler_]\,*qh];. 4*1{rs. Xitr" }ypqts.* *__

Total Fio. *f Lc*tures: S{} Hrs.

., l]1'qrgriiftltting. Stagts in l)rogl';utt Duvelopprerrt, Algarithrts. Notations,

. q--'ieilttgsslus**1 *f Fro rramnrinu hleth*dol*fi ies.

llr"*rr':rr,": {l*rfi{?tat* i''Ciiiss:,'I}.fl,4,
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il*nrpili*g & Linking, 'fekttrs,,X,ey\qsrdsi trrlsnti*iers: & Constants ,

Bssic llata l-ypex, lJsede{ined D*ta Types, Syrnhrlic Canstant, Type

C *nrpatibitity, Rrferen*e Variab le s, Operat1lr iri C++, S *ope Reso I ut i on

UpcrntJi. fui*n"rl:er i)erelcrenciug Operators, Menror.v* Ivlanagernent

O;rerators, fulanipr.rlators, "fype Cast Operator.

101t

Fur-etio*s Ix C++i,Tir* ir{:ain F.unetion; Itunotinn Piototypfug;.Coll,by
Rcference Call by n ddr*tt. Call by Value, Rcturn by Refeience, Inline
l;'un*ticul; I]**rult Argu *ts, Constalrt Argun:euts, Fu*ction

'lcl,*-*ffi
M*mh*r llanr;tions, h{aking an Outside }unctior lliliue.*, Nexting. of
fo{erlrber liui:*ti*ns, Fdvat* Member.Functiqns. Arraiv.*' t}lin$15u*,
S,{*:rr*r'y 4116*ffit f,.*r.,t}f:rjo*t'*, $mtl'e l}ata &{en:bers, $tati* {emb*r;
Iinncti*n$" Aryny *f flhjeci*- Object as Funrti*n Argurcenls, Frienil
!'un*{i*nx, VirtuaX, tu.nuti*arl; RetU1ning Shj'ec.t*, Constant m*nthet
{ulle{i*n$,.l}*i *r.*a'&[ernlr=e ,$.*.,.t .C]-bsllex. : ',:::::.r..=:r, 

l

Consfrucfor & Destrucfor: fonstruetor, Paratncleriied CorlstrLlctor,

hlultiple C*rtstructr:rs in a Chss, Constructors rvith l)efatrlt Arfuuments,

Dvnrrrric trnitiaiiz$tion of Objccts, Copy Constnritor, Dynamic

iiitrr,r,lt*rce: {}*fiuing l}urived C}asxes, Sin$tr*.lnheritance, Ivlaking a
Prtrr;ite fu:l*urber lnhsriffililx,, $u].tilevcl inherilanee, Hierarchicnl
1*h*rilarlre, h'luliip'le lnheritan*e, J{ybrirl 1*.heri'tanee, 'Yirtual Base

Clusses, Abstracr Classes. Cottstrttctoi in Derivec! Classes, Nesting of
{.ll;rxses.,fipurat*r Sterl*a$ing & Iype',Ccnversi*n, :? l}qnCIfEhisnn''

l}*inlers. F*inters. with &rxays ,C++, $trearrrs, C++ 51r*urn elaxxes,

Lj*i*rmatled tl$ Spe,ratiun,' Forrti*ftetl Il0 ilp*ratirxr, Managiug

ilrirtstl ui:ttlr atril I)ustl ue t(,1.

(Jutput rs.,itit b{gni$ul*ttrx,

iiirr:ii>{*Qggge.!, l\"i{rrity Q}rgqg-_lnrplemen-tqr[on.

Ll*kert Li*ts- Spcratirns, tr)CI,i;,bly fiir*uiar Liriked List, I'{$adsr Linked

I-I*t* Sf l ur:t{*ru: fias:iu f*ne*p$} l,la*ar 0.I1d Ni}n-.Lir:sx dala stntctttrcs

Alguritlrln Slrecificrrti*n: Introduction, Recursive algorithlns, Data

rt trit,'ac I i on. l)er1'<rrntiitrce analysi s.

;hrr:rys; .11"xpres*nli:tion r:f single, tw*-elitnenxi*n*1 arr*ys, triaugulnr

ilrrit)'$,spnrsefi:at'l'ices-ar{;iymdli*e'drepresentatiOns' :

$tucksl Op*ratioAX. Arr*.y a*d',tr;inked.it*plelnetrtn{iorrs, Appli*ations-
Infix t* F*stJix e*tiv*tsiorr; I$*iX, fo Ilrefix Conver*ionl Fo*tfix
triupres$irx:r Er.*rlur*i.*r:u I{.ecu$&n }m5'}ernentati*n.

Q,ler.r**l D*tinifi*ri, il,por,;lfitihx, Anuy and Linkcd Inrplementaticns.
*ircullu Queu*-I:rserti*n and .D*treti.on fi1:er*lions; Ilequeue (Dor:irte

ry 12

[irr]**tl Listsi $irrgly l-inked Lixts, C]perati*rls, '-Cox*ateaating,

circularly linkecl lisfs'Oper, is&s t'or Circularly linkt:d lills, Douhly
l0

I .:i,r trs,ct..
i r:^.
i r-rlr
I"l'flrr:.c:
,

i, l{1llorv
laep**x*xre-1t*ri i}f.#i'e;!$;=*i'iii +*, Picp* ies cf Btna}y Trees,

l're* K*prox*naetitns- Array a*d Linhed R*prtlxe-rrla.{-q

it{
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Hmrl: llqlinitir:u, lns*rtinu, DeJetion.

Gd :' Giaph A$T, Gfapn X"epresentaiions, fiiapfu l"ravei:sals'

S*nrcl"ring.

i[as]ring: Introduttitin" ]-]lr^sh trbles, llash iunctions. Overllorv
I liuitll inl:.
$*rtin gr Suhhle $*rt,.S*lectiix: S*rt, i*s*rlion
$*rt, C*n:paris,ort **' $ortiNg Meth*Els,

$*uich Tr'*Cs: Sirtary ..$.*artk.'Ir-ees, AYL

S$rt Qqiq& brt, htl

riil"ie#.*=" fini$or &nd

i l:xlttttrlcs.
,,,,,,,,,,,,,,,'',.''-,-,,,-,.'-,'.i.,-;;.",;;".;t,,,,*.--@.6,n?--'-ffi

I c$rlipui*r scientist - pii:rnei:r *i data $ttuctures, Othir relevant
i .,i I *iintr:ibut*rs a*d.*ontribtlti*fi*" r, ..: .::--""".'',- -

ll"*xtb*nks, Reibrsilee l]orrks, Other Resoq1ggl

! r i, r'-,'ri*il $.qrL! 1g.>-.-_
"T'e x {i:r:*irx:

Vii--- i-iliii* C-rt"ihili*, t, tlr : innovarions in Itrclia, origin of Julia

i Fr*grarxmirrg Lar:rguage, lndilrn Hngi r,r rvh* de$igned :new

i pr*grai:rrnilg langu*gen, *pen sfiurce l*ngv;rge*; $r. $artqi Ssrhrri *

w J. .1t". ltxnly xnd il. B. KolTn:an, "Pr*l'rl*nr Solving and Plr.rgra*1?:{ign in C"n Fe*rsoil,2015
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PART A: Introdu*ti*n
Year: I Year S*ssi*rr: 2021-22
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P.oe.u-' Certificate I Class: B.C.A. Year: I Year I Session: 2021-22

I Course Code Sl - 9;$16-z^T
2. Course Title Operatinq Svstem

3. Course Type (Core
Course/Elective/Generic
Elective/ Vocational

Minor

4. Pre-Requisite (if any) Open for all
5. Course Leaming Outcomes

(cl.o)
After the completion of this course, a student shall
be able to do the follolving:
Describe the importance of computer system resources

and the role of operating system in their management

policies and algorithms.
Specify objectives of modem operating systems and

describe how operating systems have evolved over

tirne.
Understand various process management concepts and

can compare various scheduling techniques,

synchronization, and deadlocks.
Describe the concepts of memory management

techniques.
Identify the best suited process management technique

for any process.

Describe various file operations, fi1e allocation
methods and disk space management.

To understand and identify potential threats to

operating systems and the security featrires to guard

against them.

Leam to operate the Linux system,

6. Credit Value Theory - 4 Credits Practical-2 Credits

7. Tota Marks Max. Marks ' 25+75 | Uin. Passing Marks: 33

No. of Lectures (in hours per weeD: 2 Hours per week
Total No. of Lectures: 60 Hrs.

Module Topics No. of Lectures

I I"trodrctio. to operating system: what is operating system? History and

Evolution of oS, Basic oS functions, Resource Abstraction, Types of
operating Systems- Batch Systems, Multiprogramming Systems,

Multiprocessing Systen-rs, Time Sharing Systems, Distributed OS, Real time

systems.

Operating System for Personal Computers, Workstations and Hand-held

Devices.
Applications of various operating system in real world.
Some prevalent operating systems - windows, lINIXlLinux, Android,

MacOS, Blackberry OS, Symbian, Bada etc.

il Process Management:
Block.
Process Scheduling:
(Preemptive & Non-

Process Concepts, Process states & Process Control

Scheduling Criteria, Scheduling Algorithms
Preemptive) - FCFS, SJF, SRTN, RR, Priority,

14

PART A: Introduction

PART B: Content of the Course



ultilevel Queue and Multilevel Feedback

Queue Scheduling.
Deadlock - Defi nition, Deadlock Charactetization, Necessary

Conditions for Deadlock.
Deadlock Handling Approaches: Prevention, Avoidance,

Recovcry.

and Sufficient

Detection and

III Memory Managemenl Introduction, Address Binding, Logical versus

physicai Address Space, Swapping, Contiguous & Non-Contiguous

Aliocation, Fragmentation (Intemal & External), Compaction, Paging,

Segmentatiorr, Vittoul Memory, Demand Paging, Perfotmance of Demand

Paging, Page Replacement Algorithms.
File Management: Concept of File System(File Attributes, Operations,

Types), Functions of File System, Types of File System, Access Methods

(dequential, Direct & other methods), Directory structure (Single-Leve1,

iruo-L.re1, Tree-Structured, Acyclic-Graph, General Graph), Allocation

Methods (Contiguous, Linked, Indexed)

t4

IV rrtsk Managemcnt: strucruie, Disk Scheduling Algorithms (FCFS, SSTF,

SCAN, C-StAN, LOOK), Swap Space Management, Disk Reliability,

Recovery.
Sccurity: Security Threats, Security policy mechanism, Protection, Trusted

Systemi, Authentication and Internal Access Authorization, Windows

Sccurity.

12

V @ and features of Linux, advantages, hardware

requirements for installation, Linux architecture, file system of Linux - boot

block, super block, inode table, data blocks.

Linux standard directories, Linux kemel, Partitioning the hard drive for

I-inux, installing the Linux System, system - startup and shr"it-down pIoCess,

init arid run levels. Process, Swap, Partition, fdisk, checking disk free spaces.

l)ifference between CLI OS & GUI OS, Windows v/s Linux, Importance of
Linux Kernel, Files and Directori

l2

VI Indian contribution to the field - the BOSS operating system, open source

softwares, growth of LINUX, Aryabhatt Linux, contributions of innovatols -
RaienSheth, Sunder Pichai etc.

2

q

:.. t ,.,;.-.,*, .._; - 
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I

;; p;;rrinos

PARTC:L@
thgr Resources

'['extbooks:
o A Silberschatz, P.B. Galvin, G. Gagne, Operating Systems Concepts, Sth Edition, John Wiley

Publications.
o A.S. Tanenbaum, Modern Operating Systems, 3rd Edition, Pearson Education'

o Operating System bY Peterson
o Linux bv Sumitabh Das

Reference Books:
o G" Nutt, Operating Systems: A Modem Perspective, 2nd Edition Pearson Education.

o W. Stalling., Op"iating Systems, Intemals & Design Principles, Sth Edition, Pearson Education.

o M. Milenkovic, Operating Systems- Concepts and design, Tata McGraw Hill.
o Operating System design and Concepts by Milan Milenkovic'

Linux by Sumitabh Das

\. !- t* y'\*t"'' '"" Ilr 4,*, "'*"t.". *,



Suggestive digital platform web links
h u rr s :,,/rr' * h. i i t et. ac. ir:r'-m in atii ir4TL4 5 8.h tm l

I rt tps : /. ivu,rv.csc. ii tb.ac. i n/-nrytli i I i /osl

httpuiiivww.voutube.
Suggested equivalent online courses

Internal Assessment : Continuous
Comprehensive Evaluation (CCE) : 25 Marks
Shall be based on allotted assignments and Class

Tests, The marks shall be as follows:

External Assessment: University Exam (UE) : 75

Marks

Time : 02.00 Hours

Assessment and presentation

of assignment

4 Marks Section (A) : Three Very
Shorl Questions (50

Words Each )
OR
Nine MCQ Questions

03 x 03 :09 Marks

OR

09 x 01 :9 MarksClassTestl(Objective
Qucstions)

5 Marks

Class Test II (Descriptive

Questions)

8 Marks Section (B) : Four Short

Questions (200 Words
Each)

04 x 09:36 Marks

Class Test III (Based on OS

commands)

8 Marks Section (C): Two Long

Questions (500 Words
Each)

02 x 15: 30 Marks

Total 25 Marks Totai 75 Marks

Any remarks/suggestions :

hl.ttx;,,iI ptpleg;g&a ur-s-e s i 1 0 6-i i 0 2 1 I 0-6 1 02 I 3 2-i

PART,D: Assessment and Evaluation



Fiogram: Certificate I Class: B.C.A. Year: I Year I Session: 2021-22

1 Course Code St- BCAB.ZF'
2. Course Title Operatins System Lab
3. Course Type (Core

Course/Elective/Gen eric
Elective/ Vocational

Minor

4. Pre-Requisite (if any) Open for All
5. Course Learning Outcomes

(cl-o)
After the completion of this course, a student shall be

able to:
. Operate the Linux system.
. Do administration
. Use Vi Editor

6. Credit Value Practical - 2 Credits

7. Total Marks Max. Marks :25+75 | lulin. Passing Marks: 33

No. of Lab. Practicals (in hours per week): 1Hr. per week
Total No. of Lab.: 30 Hrs.

Suggestive List of Practicals No. of Labs.

Linux:
a) Linux Directory Commands: pwd, mkdir, lm -rf, ls, cd,cd /,

cd-
b) Linux File Commands: touch, cat, cal >, cat >>, rrn , cp, mv,

rename
c) Linux Permission Commands:su, id, useradd, passwd,

groupadd, chmod, groupdel, chown, chgrp

d) Linux File Content & Filter Commands: head, tail, tac,

more, 1ess, grep, cai, cut, grep, comm, sed, tee, tr, uniq, wc,

od, sor1, diff.
e) Linux Utility Commands: find, bc, locate, date, cal, sleep,

time, df, mount, exit, clear, gzip, gwzip.
f) Linux Networking Commands: ip, ssh, mail, ping, host

g) Edit Crontab file: to wall message on system on particular

time automatically.
h) Vi editor: Create file, edit, save and quit. Highligting the

searched term within a file. cut, yL

30

Textbooks, Reference Books, Other Resources

Suesested Readings

Textbooks:
o Linux by Sumitabh Das
c Linux Bible

. scqstst G-ft .jq 3r-fli-<fr t q-f,rf-qTd fr!-q fr d-+f-ft 5..+l
Sussestive dieital platform web links
li I I r r s :,r/u, r-' b. i i ld. ac. i n r'-m i n ati i lvIT L.tr 5 .3. h tm I

lrttps: rr t rv.cse.ii tb.ac.in/-tttytlti Ii/osl
i'rtt ps 

. iru,wrv. vo utut -g.

PART A: 'Introduction

PART C: Learning Resources



Suggested equivalent online courses

bttff .1_t ptq.l,"4g.j l/cArilrses/ l'()6ll,t)2/.]...(6] ?l
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Internal Assessment : Continuous
Comprehensive Evaluation (CCE) : 25 Marks

External Assessment: University Exam (UE) : 75

Marks
Time : 02.00 Hours

Internal Assessment Marks External Assessment Marks

Hands-on Lab Practice 5 Marks Practical record file 10 Marks

Viva 5 Marks Viva voce practical 15 Marks

Lab Test from practical list 7 Marks Table works/ Exercise Assigned
(02) in practical exam

40 Marks

Assignments (Charts/

Model)/ Technology
Dissemination/ Excursion/
Lab visit/ Industrial Training

8 Marks Reports of excursion/ Lab
visits/ Industrial training/
Survey/ Collection/ Models

10 Marks

Total

Excursion/ Lub visitsl
Irtdustriul

Truining is contpulsory

25 Marks Total 75 Marks

t,\^ X,,
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t "- : ',, ). Ii:



Part A Introduction
P osram:Certificate Course I Class:BCAI Year I Year: 2021 | Session: 2021-2022

1 Course Code Sl- uAczq
2 Course Title Discrete Mathematics
aJ Course Type Elective
4 Pre-requisite (if any) Open for All
5 Course Lean-ring

Outcomes (CLO)
The course will enable the students:
l.Apply the Boolean algebra, switching circuits and their

applications.
2. Minimize the Boolean Function using Karnaugh Map.

3. Understand the lattices and their types.

4. Graphs, their types and its applications in study of shorlest path

algorithms.
5. Test whether two given graphs are isomorphic.
6. Understand the Eulerian and Hamiltonian graphs.

7. Represent graphs using adjacency and incidence matrices.

8. Understand the discrete numeric functions, generating

functions and Recunence Relations.

6 Credit Value Theory:6Credit
7 Total Marks Max" Marks:25 + 75 Min. Passing Marks: 33

Part B - Content of the Course
Total No. of Lectures (in hours per week): 3 hours per week

Total Lectures: 90 hours

Unit Topics No. of
Lectures

i

Rclations: Binary, Inverse, Composite and Equivalence relation,
Equivalence classes and its properties, Partition of a set, Partial order
relation, Partially ordered and Totally ordered sets, Hasse diagram.
Lattices: Definition and examples, Dual, bounded, distributive and

complemented lattices.

18

II

Boolean Algebra:Definition and properties, Switching circuits and its
applications. Logic gates and circuits.
Boolean functions: Disjunctive and conjunctive normal forms, Bool's

expansion theorem, Minimize the Boolean function using Karnaugh
Map.

18

ilI
Graphs:Definition and types of graphs, Subgraphs, Walk, path and

circuit, Connected and disconnected graphs, Euler graph, Hamiltonian
path and circuit, Dijkstra's Algorithm for shortest paths in weighted

sraph.

18

{:.-.
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IV

Trees: Definition and its properties, Rooted, Binary and Spanning tree

Rank and nullity of agraph, Kruskal's and Prim's Algorithm, Cut-set and

its properties, Fundamental Circuit and Cut-Set, Planar graphs.

Matrix representation of graphs: Incidence, Adjacency, Circuit, Cut-

Set, Path.

18

V

Discrete numeric and generating functions: Operations on numeric

functions, Asymptotic behavior of numeric functions, Generating

functions.
Recurrence relations and recursive algorithms:Reculrence relations,

Linear recuffence relations with constant coefficients, Homogeneous

solutions, Particular solutions, Total solutions, Solution by the method

of generating functions.

18

Keylvords/Tags:
Relation, Hasse diagram, Lattices, Boolean Algebra, Boolean function, Graph and Subgraph,

Path a1d circuit, Tree, Spanning tree, Cut-set, Matrix representation of graph, Discrete

numeric function, Generating function, Recqrrence .elution, Re

Part C - Learning Resources
Text Books, Reference Books, Other Resources

Suggested Readings:
Text Books:

1. J. P. Tremblay and R. Manohar, Discrete Mathematical Structures With Appiications

To Computer Science, McGraw Hill Education, 1st edition, 2017.

2. C. L. Liu: Elements of Discrete Mathematics, McGraw Hill Education, 4th edition,

20t7.
3. Narsingh Deo: Graph Theory with Applications to Engineering and Computer Science,

Prentice Hall India Learning Private Limited, 1979.

4" q?-q q?ar Q-fr fq qrr<fi t q--sTRId ftqq t titiflU-a gwhr
Refercnce Books:

1. Seymour Lipschutz and Mark Lipson: Discrete Mathematics (Schaums Outline),

McGraw Hill Education, 3rd edition, 2017.
2. Edgar G. Goodaire and Michael M. Parmenter, Discrete Mathematics with Graph

Theory, Pearson Education Pt.Ltd., Indian Reprint 2003.

Suggested Digital Platforms Web links:
https :l/www.highereducation.mp. gov.inl?page:xhzIQmpZwkylQo2b%2F y 5 G7 w%3D%3D

Suggested Equivalent online courses:
https ://nptel.ac.in/courses/ 1 1 1 1 06086/
https ://ugcmoocs.infl ibnet. ac.in/index.php/courses/view-u gl3 1 I
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Part D: Assessment and Evaluation
Suggested Continuous Evaluation Methods:
Maximum Marks: 100

Continuous Comprehensive Evaluation (CCE): 25Marks
University Exam (UE): T5Marks
Internal Assessment:
Continuous
Comprehensive Evaluation .

(CCE)

Class Test
As si gnment/Presentati on

15

10

Total Marks: 25

External Assessment:
University Exam (UE)
Time: 02.00 Hours

Section (A): Three Very Short Questions
(50 Words Each)

Section (B): Four Short Questions
(200 Words Each)

Section (C): Two Long Questions
(500 Words Each)

03 x 03 :09.

04 x 09 :36

02 x 15:30

Total Marks: 75
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Part A Introduction 

Program: Degree Class: B.A./B.Sc./B.Com./B.H.Sc./BCA Year: III Year Session: 2023-24 

Subject: Foundation Course 

1.  Course Code X3-FCBD1T 

2.  Course Title Digital Awareness - Cyber Security  

3.  Course Type  Ability Enhancement Compulsory Course 

4.  Pre-requisite (if 
any) 

Compulsory for all Third Year students  

5.  Course Learning 
outcomes (CLO) 

After completing the course, student will be able to : 
 
● Make optimum use of web browsers, search engines and Chatbots  
● Creating e-mail account, sending, receiving and managing emails. 
● Describe reporting procedure of phishing emails.  
● Identify email phishing attack and preventive measures. 
● Configure security settings in Mobile Wallets and UPIs.  
● Practice safe, legal and ethical means of using Information 

Technology. 
● Practice and use the various online financial and government services 

of day-to-day use.  
● Understand the basic concepts related to E-Commerce and digital 

payments.  
● Discuss cyber security aspects, RBI guidelines and preventive 

measures against digital payment frauds. 
● Explore and learn the online available courses of his/her interest. 
● Use the Digilocker and Academic Bank of Credit. 
● Describe the concept of Cyber security and issues and challenges 

associated with it. . 
●  Explain the process of reporting cyber crime at Cyber crime Police 

Station/ at online platform.  
● Appreciate various privacy and security concerns on online Social 

media.  
● Guide through the reporting procedure of inappropriate content.  
● Perform privacy and security settings for popular Social media 

platforms.  
6.  Credit Value 2  

7.  Total Marks Max. Marks: 50 Min. Marks:  

  



 

Part B – Content of the Course 

 Total No. of Lectures 30 ( 01 hour  per week) 

Unit Topics No. of  
Lectures 

I Overview of Computer and Web-technology, Architecture of cyberspace, World wide 
web, Advent of internet, Internet infrastructure for data transfer and governance, 
Internet society. 
Use of Internet: Web browsers, search engines and Chatbots. Difference between 
Website & Portal, E-mail: Account opening, sending & receiving e-mails, managing 
Contacts & Folders.  
Computer Security: Issues & protection, firewall & antivirus, making secure online 
transactions. Internet safety and digital security. Ethical use of digital resources, 
Measures of Online Self Protection. 
Keywords: Browser, Search Engine, Website, Virus, Security, Firewall, Cyber 
Ethics. 
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II 

 

Digital Payments and e-Commerce: 
Internet Banking: National Electronic Fund Transfer (NEFT), Real Time Gross 
Settlement (RTGS), Immediate Payment Service (IMPS) 
Digital Financial Tools: Understanding OTP [One Time Password], QR [Quick 
Response] Code, UPI [Unified Payment Interface], AEPS [Aadhaar Enabled Payment 
System]; USSD [Unstructured Supplementary Service Data], Card [Credit / Debit],  
eWallet, PoS [Point of Sale] 
Definition of E-Commerce- Main components of E-Commerce, Elements of E-
Commerce security, E-Commerce threats, E-Commerce security best practices, Online 
Bill Payment. Digital payments related common frauds and preventive measures. RBI 
guidelines and  provisions of Payment Settlement Act, 2007. 
Keywords:Inetrnet Banking, Digital Financial Tools, eWallet, e-Commerce 
Security.  

07 

III e-Governance Service- 
 Overview of e-Governance Services like Railway Reservation, passport, eHospital; 
Accessing various e-Governance Services on Mobile Using “UMANG APP”. 
Exploring services and resources of Government of India Portal 
(https://www.mygov.in/).  
Digi-Locker: About digilocker, features and benefits of digilocker, Registering, 
accessing and getting various certificates and mark sheets on digilocker. 
Academic Bank of Credit (ABC): About ABC, features and benefits of ABC, 
Registering, accessing, getting and sharing academic credits.  

Exploring Online Learning resources: Online learning through SWAYAM Central, 
(https://swayam.gov.in/) and e-pathshala (https://epathshala.nic.in/). 

Keywords: Internet Banking, NEFT, RTGS, IMPS, OTP, UPI, QR Code, AEPS, E-
Governance, Umang. 
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IV Introduction to Cyber security-  
Regulation of cyberspace, Concept of cyber security, Issues and challenges of cyber 
security.  
Definition of cyber crimes and offences, Cyber crime targeting computers and mobiles, 
Cyber crime against women and children, Cyber bullying. Financial frauds, Social 
engineering attacks, Malware and Ransomware attacks, zero day and zero click attacks.   
Cyber criminals modus-operandi, Reporting of cyber crimes, Remedial and mitigation 
measures, Legal perspective of cyber crime, IT Act 2000 and its amendments, 
Organisations dealing with Cyber crime and Cyber security in India, Case studies. 
Keywords: Cyber Space, Cyber Security, Cyber Offences, Zero Click Attack, Zero 
Day Attack, Ransomware, Reporting Cyber Crimes, Cyber Crimes Case Studies. 
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V 

 

Social Media Overview and Security-  
Introduction to Social Networks, Types of Social media, Social media platforms, Social 
media monitoring, Hashtag, Viral content, Social media marketing, Social media 
privacy, Challenges, opportunities and pitfalls in online social network, Security issues 
related to social media, Flagging and reporting of inappropriate content, Laws regarding 
posting of inappropriate content, Best practices for the use of Social media, Case 
studies. 
Keywords: Social Media Platforms, Hashtagging, Social Media Marketing, 
flagging of contents in social media.  
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Part C-Learning Resources 

Text Books, Reference Books, Other resources 

Suggested Readings: 
● Praveen Kumar Shukla, Surya Prakash Tripathi, Ritendra Goel “Introduction to Information Security 

and Cyber Laws” Dreamtech Press. 
● Vivek Sood, “Cyber law simplified”, Tata McGrawHill, Education (India). 
● T. Bradley "Essential Computer Security: Everyone's Guide to Email, Internet, and Wireless Security”. 
● Cyber Crime Impact in the New Millennium, by R. C Mishra , Auther Press. Edition 2010.  
● Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal Perspectives by Sumit 

Belapure and Nina Godbole, Wiley India Pvt. Ltd. (First Edition, 2011)  
●  Security in the Digital Age: Social Media Security Threats and Vulnerabilities by Henry A. Oliver, 

Create Space Independent Publishing Platform. (Pearson , 13th November, 2001)  
● Electronic Commerce by Elias M. Awad, Prentice Hall of India Pvt Ltd.  
● Cyber Laws: Intellectual Property & E-Commerce Security by Kumar K, Dominant Publishers.  
● Network Security Bible, Eric Cole, Ronald Krutz, James W. Conley, 2nd Edition, Wiley India Pvt. Ltd.  
● Fundamentals of Network Security by E. Maiwald, McGraw Hill 

 
Reference  Books: 

● M. Stamp, “Information Security: Principles and Practice”, Wiley. 

● David J. Loundy, “Computer Crime, Information Warfare, And Economic Espionage”, Carolina 
Academic Press.  

 
  



 

     Suggested equivalent online courses: e-reading:  
 

● http://egyankosh.ac.in//handle/123456789/9489 
● https://workspace.google.com/intl/en_in/training/ 
● https://www.classcentral.com/course/openlearn-science-maths-technology-preparing-your-96104 
● https://www.udemy.com/course/free-computer-literacy-101-course/ 
● https://www.mygov.in/ 
● https://epathshala.nic.in/ 
● https://www.digilocker.gov.in/ 
● https://www.abc.gov.in/ 
● https://swayam.gov.in/ 

 
PART D:  Assessment and Evaluation 

Suggested Evaluation Methods:  
Maximum Marks: 50 
University Exam (UE): 50 Marks 
External Assessment:  

University Exam (UE):  

Time : 01.00 Hours 

50 Objective type questions 50 Marks 

 

Any remarks/suggestions:  

 

  



 

भाग अ - पᳯरचय 

काय[Đम: उपाͬध  क¢ा: बी.ए. /बी.एससी . /बी.कॉम . /बी.एच.एससी ./बी.सी.ए. वष[:ततृीय सğ: 2023-24 

ͪवषय: आधार पाɫयĐम 

1 पाᲹᮓम का कोड X3-FCBD1T 

2 पाᲹᮓम का शीषᭅक ͫडिजटल जागǾकता -साइबर सुर¢ा  
3 पाᲹᮓम का ᮧकार  योÊयता संवध[न अǓनवाय[ पाɫयĐम  

 
4 पूवाᭅपेᭃा 

(Prerequisite) 
(यᳰद कोई हो) 

ततृीय वष[ के सभी ͪवɮयाͬथ[यɉ के ͧलए अǓनवाय[  

5 पाᲹᮓम अ᭟ययन 
कᳱ पᳯरलि᭣धयां 
(कोसᭅ लᳺनग 
आउटकम) (CLO) 

इस पाᲹᮓम के सफल समापन पर, िव᳒ाथᱮ िन᳜ मᱶ सᭃम हᲂगे: 
● वेब Ħाउज़र, सच[ इंजन और चैटबॉɪस का उपयोग । 

● ई -मेल खाता बनाना, ईमेल भेजना, ĤाÜत करना और Ĥबधंन । 

● ͩ फ़ͧशगं ईमेल कȧ ǐरपोǑटɍग कȧ ĤͩĐया का वण[न । 

● ईमेल ͩफ़ͧशगं अटैक और Ǔनवारक उपायɉ कȧ पहचान । 

● मोबाइल वॉलेट और UPI मɅ सुर¢ा सेǑटÊंस कॉिÛफ़गर करना । 

● सूचना Ĥौɮयोͬगकȧ का उपयोग करने के सुरͯ¢त, कानूनी और नǓैतक 

मानकɉ के साथ Ĥयोग । 

● दैǓनक उपयोग कȧ ͪवͧभÛन ऑनलाइन ͪवƣीय और सरकारȣ सेवाओ ंका 

उपयोग । 

● ई -कॉमस[ व ͫडिजटल भुगतान संबंधी बǓुनयादȣ अवधारणाओं कȧ समझ । 

● साइबर सुर¢ा पहलुओं, आरबीआई के ǑदशाǓनदȶशɉ और ͫडिजटल भुगतान मɅ 

धोखाधड़ी के Ǔनवारक उपाय । 

● उसकȧ ǽͬच के ऑनलाइन उपलÞध पाɫयĐमɉ को एÈसÜलोर करना । 

● ͫ डिजलॉकर और अकादͧमक बɇक ऑफ Đेͫडट का उपयोग । 

● साइबर सुर¢ा कȧ अवधारणा और इससे जड़ु ेमɮुदɉ और चुनौǓतयां । 

● साइबर अपराध पुͧलस èटेशन/ऑनलाइन Üलेटफॉम[ पर साइबर अपराध कȧ 

ǐरपोट[ करने कȧ ĤͩĐया । 

● ऑनलाइन सोशल मीͫडया पर ͪवͧभÛन गोपनीयता और सुर¢ा । 

● अनपुयÈुत सामĒी कȧ ǐरपोǑटɍग ĤͩĐया । 

● लोकͪĤय सोशल मीͫडया Üलेटफॉम[ के ͧलए गोपनीयता और सुर¢ा सेǑटगं। 

6 ᮓेिडट मान 2 

7 कुल अंक अिधकतम अंक: 50 ᭠यूनतम उᱫीणᭅ अंक:  
  



 

भाग  ब- पाɫयĐम कȧ ͪवषयवèतु 

कुल åयाÉयान सÉंया- 30 (ĤǓत सÜताह 01 घंटा) 

इकाई िवषय ᳞ायान संया 
(1 घटंा/ ᳞ायान) 

I कंÜयूटर और वेब-Ĥौɮयोͬगकȧ का अवलोकन, साइबरèपेस का आͩक[ टेÈचर, 

वãड[ वाइड वेब, इंटरनेट का आगमन, डटेा Ěांसफर और गवनɏस के ͧलए 
इंटरनेट इंĥाèĚÈचर, इंटरनेट समाज। 
इंटरनेट का उपयोग: वेब Ħाउज़र, सच[ इंजन और चैटबॉɪस। वेबसाइट और 
पोट[ल, ई-मेल के बीच अतंर, ई-मेल खाता खोलना, ई-मेल भेजना और ĤाÜत 
करना, कॉÛटेÈɪस और फ़ोãडर का Ĥबंधन। 
कंÜयूटर सुर¢ा: मɮुदे और सुर¢ा, फ़ायरवॉल और एंटȣवायरस, सुरͯ¢त 
ऑनलाइन लेनदेन करना। इंटरनेट सुर¢ा और ͫडिजटल सुर¢ा। ͫडिजटल 
संसाधनɉ का नǓैतक उपयोग, ऑनलाइन आ×म सुर¢ा के उपाय। 

Keywords: Browser, Search Engine, Website, Virus, Security, 
Firewall, Cyber Ethics. 
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II ͫडिजटल भुगतान और ई-कॉमस[: 
इंटरनेट बɇͩ कंग: नेशनल इलेÈĚॉǓनक फंड Ěांसफर (एनईएफटȣ), रȣयल टाइम 
Ēॉस सेटलमɅट (आरटȣजीएस), त×काल भुगतान सेवा (आईएमपीएस) 
ͫडिजटल ͪवƣीय उपकरण: ओटȣपी [वन टाइम पासवड[], Èयआूर [िÈवक 
ǐरèपांस] कोड, यपूीआई [यǓूनफाइड पेमɅट इंटरफेस], एईपीएस [आधार स¢म 
भुगतान Ĥणालȣ] को समझना; USSD [अनèĚÈचड[ सÜलȣमɅĚȣ सͪव[स डटेा], 
काड[ [Đेͫडट/डǒेबट], ई-वॉलेट, PoS [Üवाइंट ऑफ सेल] 
ई-कॉमस[ कȧ पǐरभाषा- ई-कॉमस[ के मÉुय घटक, ई-कॉमस[ सुर¢ा के त×व, 

ई-कॉमस[ सàबÛधी खतरे,  ई-कॉमस[ सुर¢ा सवȾƣम Ĥथाएं, ऑनलाइन ǒबल 
भुगतान। ͫडिजटल भुगतान से संबंͬधत आम धोखाधड़ी और Ǔनवारक 
उपाय। आरबीआई के ǑदशाǓनदȶश और भुगतान Ǔनपटान अͬधǓनयम, 2007 
के Ĥावधान। 
Keywords:Inetrnet Banking, Digital Financial Tools, eWallet, e-
Commerce Security. 
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III ई-गवनɏस सͪव[स- 
रेलवे आर¢ण, पासपोट[, ई-अèपताल जसैी ई-गवनɏस सेवाओं का अवलोकन; 

"उमगं ऐप" का उपयोग करके मोबाइल पर ͪवͧभÛन ई-गवनɏस सेवाओं तक 
पहंुचना। भारत सरकार के पोट[ल (https://www.mygov.in/) कȧ सेवाओं 
और संसाधनɉ कȧ खोज करना। 
ͫडजी-लॉकर: ͫडिजलॉकर के बारे मɅ, ͫडिजलॉकर कȧ ͪवशेषताए ंऔर लाभ, 

ͫडजीलॉकर पर ͪवͧभÛन Ĥमाणपğɉ और माक[ शीट को पंजीकृत करना, 
एÈसेस करना और ĤाÜत करना। 
अकादͧमक बɇक ऑफ Đेͫडट (एबीसी): एबीसी का ͪववरण, एबीसी कȧ 
ͪवशेषताए ंऔर लाभ, पंजीकरण, पहंुच, अकादͧमक Đेͫडट ĤाÜत करना और 
साझा करना। 
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ऑनलाइन ͧश¢ण संसाधनɉ कȧ खोज: SWAYAM Central 
(https://swayam.gov.in/) और ई -पाठशाला (https://epathshala.nic.in/) 

के माÚयम से ऑनलाइन ͧश¢ण। 
Keywords: Internet Banking, NEFT, RTGS, IMPS, OTP, UPI, 
QR Code, AEPS, E-Governance, Umang. 

IV साइबर सुर¢ा का पǐरचय- 
साइबरèपेस का ͪवǓनयमन, साइबर सुर¢ा कȧ अवधारणा, साइबर सुर¢ा के 
मɮुदे और चुनौǓतयाँ। 
साइबर अपराध और उãलंघनɉ कȧ पǐरभाषा, कंÜयूटर और मोबाइल को 
लͯ¢त साइबर अपराध, मǑहलाओ ंऔर बÍचɉ के ͨखलाफ साइबर अपराध,  

साइबर बुͧलगं। ͪवƣीय धोखाधड़ी, सोशल इंजीǓनयǐरगं हमले, मैलवेयर और 
रɇसमवेयर हमले, जीरो ड ेऔर जीरो िÈलक अटैक। 
साइबर अपराͬधयɉ कȧ काय[  -Ĥणालȣ , साइबर अपराधɉ कȧ ǐरपोǑटɍग, 

उपचारा×मक और शमन उपाय, साइबर अपराध का कानूनी पǐरĤेêय, आईटȣ 
अͬधǓनयम 2000 और इसके सशंोधन, भारत मɅ साइबर अपराध और 
साइबर सुर¢ा से Ǔनपटने वाले संगठन, केस èटडी। 
Keywords: Cyber Space, Cyber Security, Cyber Offences, Zero 
Click Attack, Zero Day Attack, Ransomware, Reporting Cyber 
Crimes, Cyber Crimes Case Studies. 
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V सोशल मीͫडया अवलोकन और सुर¢ा- 
सोशल नेटवक[  का पǐरचय, सोशल मीͫडया के Ĥकार, सोशल मीͫडया 
Üलेटफॉम[, सोशल मीͫडया मॉǓनटǐरगं, हैशटैग, वायरल कंटɅट, सोशल मीͫडया 
माकȶ Ǒटगं, सोशल मीͫडया Ĥाइवेसी, ऑनलाइन सोशल नेटवक[  मɅ चुनौǓतयां, 
अवसर और नकुसान, सोशल मीͫडया से संबंͬधत सुर¢ा मुɮदे, Ýलैͬ गगं और 
अनपुयÈुत सामĒी कȧ ǐरपोǑटɍग, अनपुयÈुत सामĒी पोèट करने के सबंंध 
मɅ कानून, सोशल मीͫडया के उपयोग के ͧलए Ĥथाएं, केस èटडी। 
Keywords: Social Media Platforms, Hashtagging, Social Media 
Marketing, flagging of contents in social media. 
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भाग  स-अनशुिंसत अ᭟ययन ससंाधन 

पाᲹ पु᭭तकᱶ , संदभᭅ पु᭭तकᱶ , अ᭠य संसाधन 

अनशुिंसत सहायक पु᭭तकᱶ   /ᮕ᭠थ/अ᭠य पाᲹ ससंाधन/पाᲹ सामᮕी: 
Suggested Readings: 

● Praveen Kumar Shukla, Surya Prakash Tripathi, Ritendra Goel “Introduction to Information 
Security and Cyber Laws” Dreamtech Press. 

● Vivek Sood, “Cyber law simplified”, Tata McGrawHill, Education (India). 
● T. Bradley "Essential Computer Security: Everyone's Guide to Email, Internet, and Wireless 

Security”. 
● Cyber Crime Impact in the New Millennium, by R. C Mishra , Auther Press. Edition 2010.  
● Cyber Security Understanding Cyber Crimes, Computer Forensics and Legal Perspectives by 

Sumit Belapure and Nina Godbole, Wiley India Pvt. Ltd. (First Edition, 2011)  
●  Security in the Digital Age: Social Media Security Threats and Vulnerabilities by Henry A. 

Oliver, Create Space Independent Publishing Platform. (Pearson , 13th November, 2001)  
● Electronic Commerce by Elias M. Awad, Prentice Hall of India Pvt Ltd.  
● Cyber Laws: Intellectual Property & E-Commerce Security by Kumar K, Dominant Publishers.  



 

● Network Security Bible, Eric Cole, Ronald Krutz, James W. Conley, 2nd Edition, Wiley India 
Pvt. Ltd.  

● Fundamentals of Network Security by E. Maiwald, McGraw Hill 
 

Reference  Books: 
● M. Stamp, “Information Security: Principles and Practice”, Wiley. 

● David J. Loundy, “Computer Crime, Information Warfare, And Economic Espionage”, Carolina 
Academic Press.  

  

अनशुिंसत समकᭃ ऑनलाइन पाᲹᮓम: 
Suggested equivalent online courses: e-reading:  
 

● http://egyankosh.ac.in//handle/123456789/9489 
● https://workspace.google.com/intl/en_in/training/ 
● https://www.classcentral.com/course/openlearn-science-maths-technology-preparing-

your-96104 
● https://www.udemy.com/course/free-computer-literacy-101-course/ 
● https://www.mygov.in/ 
● https://epathshala.nic.in/ 
● https://www.digilocker.gov.in/ 
● https://www.abc.gov.in/ 
● https://swayam.gov.in/ 

भाग द - अनशुिंसत मू᭨याकंन िविधयां: 

अनशुिंसतसतत मू᭨याकंन िविधया:ं 
अिधकतम अंक: 50  
िव᳡िव᳒ालयीनपरीᭃा (UE) अंक:50 
आकलन : 
िव᳡िव᳒ालयीन परीᭃा:   
समय- 01.00 घंटे 

व᭭तुिन᳧ ᮧ᳤ - 50 
 

 
50 

 

कोई ᳯट᭡पणी/सुझाव: 

 

 



 

 

Part A- Introduction 
Program: Degree  Class: B.A./ B.Sc./ B.Com.   Year - III Session: 2023-24 

Subject- Foundation Course  
1 Course Code X3-FCAC1T 
2 Course Title Personality Development and Character Building  
3 Course Type Ability Enhancement Compulsory Course  
4 Pre-requisite (if any) Compulsory for all Students 

5 
 

Course Learning 
outcomes (CLO) 

1. Students will acquire the conceptual knowledge of  Personality  
    Development. 
2. Students will develop insight into character building. 
3. Students will be able to become global visionary citizens. 
4. Students will be able to understand Indian knowledge tradition. 
5. Students will be able to understand the difference between nature, culture 

and distortion. 
6. This course will help in character building and overall development of   

personality of the students. 
6 

 
Credit Value 2 

 
 

Part B- Content of the Course 
Total No. of Lectures + Practical (in hours per week): L-1 Hr  /   P-1 Lab Hr (=2 Hrs) 

Total No. of Lectures/ Practical: L-30 /P-0 (30 Hrs) 
Unit  

 
Topics No. of 

lectures 
(Total 30) 

 

1 

 Personality development (Physical, mental, intellectual and spiritual 
development) meaning, concept, factors of personality development. 

 Character building (personal and national character): Meaning, concept, 
factors of character and means of character building. 

 Panchkosha, Annamaya Kosha, Pranamaya Kosha, Manomaya Kosha, 
Vigyanmaya Kosha and Anandamaya Kosha general introduction meaning 
purpose and importance. 

 Benefits of Panchkosh development and means of developing Panchkosh. 

 
06 

Theoretical  
 

04  
Experiential  

2  Physical and mental development 
 Meaning, concept of physical and mental development 
 Ideal daily routine, balanced diet, routine, subtle exercise 
 Ashtanga Yoga-Yama Niyam, Ishwar Pranidhan, self-study, contentment, 

patience, virtue, practice of discipline. 
 Past glory, social and citizenship awareness, equal respect to all sects and 

scientific outlook 
 Nation, Nationality, Democracy, Independence, Suraj, Vasudhaiva 

Kutumbakam, Coexistence. 

 
06 

Theoretical  
 

04  
Experiential 



 

 

 

 

3 

 Moral and mental development 
 Difference among happiness, joy and pleasure.  
 Ashtanga Yoga, Pranayama, Pratyahara, Dharana, Dhyana, Samadhi. 
 Continuity of Karmayoga, Bhaktiyoga, Jnanayoga in life according to one's 

own will 
 Indian time calculation. 
 Self-respect and contemplation of mother tongue and Indian knowledge 

tradition. 
 Biographies of Legends. 
 Practice of service, tolerance, charity, dedication and self-examination. Self 

reliance 

 
 
 

06 
Theoretical  

 
04  

Experiential 

 
Part C- Learning Recourses 

Text Books, Reference Book, Other resources 

Suggested Readings:- 

1- उᲬ िशᭃा भारतीय दिृ᳥- ᮰ी अतुल कोठारी  

2- अद᭥य साहस - डॉ.ए.पी.जे. अ᭣दलु कलाम  

3- ᳞िᲦ᭜व िवकास   -  ᭭वामी िववेकानंद रामकृ᭬ण िमशन  

4- आ᭜मत᭜व का िव᭭तार  -  ᮰ुतम ᮧकाशन जोधपुर 

5- भारतीय मनोिव᭄ान  -  ᮰ी लᲯाराम तोमर 

6- उपिनषद िवशेषांक  -  गीता ᮧेस गोरखपुर 

7- भारतीय ᭄ान पर᭥परा वोध   -  ᳲहदी ᮕंथ अकादमी म.ᮧ. 
Suggested digital platforms web links:-  
 

 

      



 

 

 
Hkkx & v ifjp; 

dk;Zdze&  mikf/k  Class: B.A. / B.Sc./ B.Com.   o"kZ r`rh; o"kZ  L= 2023&24 

fo"k;& आधार पाᲹᮓम  
1 ikB~;dze dk dksM X3-FCAC1T 
2 ikB~;dze dk 'kh"kZd  ᳞िᲦ᭜व िवकास और चᳯरᮢ िनमाᭅण  
3 ikB~;dze dk izdkj  योयता सवंधᭅन अिनवायᭅ पाᲹᮓम   
4 iwokZis{kk  सभी िव᳒ाᳶथयᲂ के िलए अिनवायᭅ  
5 ikB~;dze v/;;u dh 

miyfC/k;kWa ¼dkslZ yfuZx 
vkmVde½ 

1- fo|kFkhZ O;fDrRo fodkl dk Kku vftZr djsxsaA  
2- fo|kfFkZ;ksa pfj= fuekZ.k dh var–Zf"V fodflr djsaxs A 
3- fo|kFkhZ oSf'od –f"V çkIr ukxfjd cu ldsaxs A 
4- fo|kFkhZ Hkkjrh; Kku ijEijk dks le>us esa l{ke gksaxs A 
5- fo|kFkhZ ç—fr] laL—fr vkSj fo—fr ds varj dks le> ldsaxs A 
6- ;g ikB~;dze fo|kfFkZ;ksa ds pfj= fuekZ.k vkSj O;fDrRo ds lexz 

fodkl esa lgk;d gksxkA    

6 dszfMVeku 2 

Hkkx c& ikB~;dze dh fo"k; oLrq 
O;k[;ku dh dqy la[;k& V~;wVksfj;y&izk;ksfxd ¼izfr lIrkg ?k.Vs esa½ 

bdkbZ   fo"k;  O;k[;ku dh 
la[;k ¼30½  

1 

 ᳞िᲦ᭜व िवकास (शारीᳯरक, मानिसक, बौिक और आ᭟याि᭜मक 
िवकास) अथᭅ, अवधारणा, ᳞िᲦ᭜व िवकास के कारक त᭜व । 

 चᳯरᮢ िनमाᭅण (᳞िᲦगत एवं रा᳦ीय चᳯरᮢ) अथᭅ, अवधारणा, चᳯरᮢ के 
कारक त᭜व तथा चᳯरᮢ िनमाᭅण के साधन । 

 पंचकोष, अ᳖मय कोष, ᮧाणमय कोष, मनोमय कोष, िव᭄ानमय कोष 
एवं आनंदमय कोष सामा᭠य पᳯरचय अथᭅ उशे एवं मह᭜व । 

 पंचकोष िवकास के लाभ तथा पंचकोष िवकिसत करने के साधन ।  

06 lS)kafrd  

04 O;kogkfjd 

2 

 शारीᳯरक एवं मानिसक िवकास 
 शारीᳯरक एवं मानिसक िवकास के अथᭅ, संक᭨पना 
 आदशᭅ ᳰदनचयाᭅ, संतुिलत आहार, ऋतुचयाᭅ, सू᭯म ᳞ायाम 
 अ᳥ांग योग–यम िनयम, ई᳡र ᮧािणधान, ᭭वा᭟याय, संतोष धैयᭅ, 

सदाचार, अनुशासन का अ᭤यास । 
 अतीत गौरव, सामािजक एवं नागᳯरकता बोध, सवᭅपंथ समादर एव ं

व᭄ैािनक दिृ᳥कोण 
 रा᳦, रा᳦ीयता, लोकतंᮢ , ᭭वाधीनता, सुराज, वसुधैव कुटु᭥बकम, सह 

अि᭭त᭜व । 

06 lS)kafrd 
04 O;kogkfjd 



 

 

 

3 

 नैितक और आि᭜मक िवकास । 
 सुख, ᮧस᳖ता और आनंद मᱶ अंतर । 
 अ᳥ांग योग, ᮧाणायाम, ᮧ᭜याहार, धारणा, ᭟यान, समािध । 
 कमᭅयोग, भिᲦयोग, ᭄ानयोग कᳱ जीवन मᱶ ᭭व᭒ेछानुसार िनरंतरता 
 भारतीय काल गणना । 
 मातृभाषा और भारतीय ᭄ान पर᭥परा का ᭭वािभमान और ᳲचतन । 
 महापुᱨषᲂ का जीवन चᳯरᮢ पठन । 
 सेवा, सिह᭬णुता, परोपकार, समपᭅण और आ᭜मपरीᭃण का 

अ᭤यास, ᭭वाबलंबन  ।  

06 lS)kafrd  

04 O;kogkfjd 

 

Hkkx l & vuq'kaflr v/;;u lalk/ku  
 

ikB;iqLrdsa] lanHkZ iqLrdsa] vU; lalk/ku  

vuq'kaflr lgk;d iqLrdsa%& 
 
संदभᭅ ᮕंथ सूची - 

1- उᲬ िशᭃा भारतीय दिृ᳥- ᮰ी अतुल कोठारी  

2- अद᭥य साहस - डॉ.ए.पी.जे. अ᭣दलु कलाम  

3- ᳞िᲦ᭜व िवकास   -  ᭭वामी िववेकानंद रामकृ᭬ण िमशन  

4- आ᭜मत᭜व का िव᭭तार  -  ᮰ुतम ᮧकाशन जोधपुर 

5- भारतीय मनोिव᭄ान  -  ᮰ी लᲯाराम तोमर 

6- उपिनषद िवशेषांक  -  गीता ᮧेस गोरखपुर 

7- भारतीय ᭄ान पर᭥परा वोध   -  ᳲहदी ᮕंथ अकादमी म.ᮧ. 
 
vuq'kaflr fMftVy IysVQkeZ cso fyad% 
 

 


